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Fig. 2 A 



201 SENDER SIGNS CONTRACT WITH SERVICE OPERATOR 



202 SENDER PLACES BOND WITH SERVICE OPERATOR 



204 SENDER INDICATES THAT MESSAGE IS BONDED 



2Q4A NETWORK 
ADDRESS 

ADVERTISEMENT 
APPROACH 



204 B 
CRYPTOGRAPHIC 
APPROACH 



2Q5A SENDER INDICATES AMOUNT OF 
FINE THAT IT AGREES TO FOR MESSAGE 



\f ■ 



2Q5B SENDER 
SENDS MESSAGE 
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Fig. IB 



2QS RECEIVER RECEIVES MESSAGE 

V 

207 RECEIVER CHECKS MESSAGE FOR 
BONDED STATUS 

T 

208 VERIFY SOURCE ADDRESS 



± 

212 SERVICE OPERATOR 
CREATES RESPONSE MESSAGE 




215 RESERVE 
A FINE 



216 DELIVER 
TOIN-BOX 
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218 PERFORM 
MESSAGE FILTERING 

OR OTHER 
RESPONSIVE ACTION 
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Fig. 3 



202 RECEIVER DETERMINES 
THAT MESSAGE IS UNWANTED 



2M RECEIVER REPORTS 
THAT MESSAGE IS UNWANTED 
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3M SERVICE PROVIDER 
VERIFIES REPORT 





± 

m. SERVICE PROVIDER DETERMINES 
WHETHER TO ENFORCE PENALTY 



310 PENALIZE 
SENDER 
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Fig. 4 



400 MESSAGE 
1 402 MESSAGE HEADER 



404. SENDER ID VALUE 

m ENCRYPTED TOKEN 

m SENDER ID VALUE 



410 TOKEN ID VALUE 



412 EXPIRATION TIME VALUE 



414 BOND AMOUNT OFFERED 



415. RECIPIENT ADDRESS 



41& MESSAGE BODY 
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Fig. 5 A 



502 CREATE VALIDATION MESSAGE 



504 DECRYPT TOKEN 





509 PLACE NEGATIVE 
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NO 
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SENDER ID VALIDATION 
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MESSAGE 


T YES 






508 PLACE AFFIRMATIVE 






SENDER ID VALIDATION 






FLAG IN RESPONSE 






MESSAGE 














YES 



5±L PLACE AFFIRMATIVE 
REPLAY VERIFICATION 
FLAG IN RESPONSE 
MESSAGE 



512 PLACE NEGATIVE 
REPLAY VERIFICATION 
FLAG IN RESPONSE 
MESSAGE 
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FIG.5B 
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Fig. 5B 



FIG.5A 




515 PLACE NEGATIVE 
CREDIT VALIDATION FLAG 
IN RESPONSE MESSAGE 



YES 



51£ PLACE AFFIRMATIVE 
CREDIT VALIDATION FLAG 
IN RESPONSE MESSAGE 



< 
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513. COMPLETE 
VALIDATION 
RESPONSE 



± 

52a SEND VALIDATION 
RESPONSE MESSAGE 
BACK TO RECEIVER 
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Fig. 5C 



530 SUBMIT SENDER ID TO SERVICE 
OPERATOR 
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532 RECEIVE PUBLIC KEY OF SENDER 
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534 DECRYPT TOKEN 






53a RECORD 
NEGATIVE 
DETERMINATION 



53& RECORD AFFIRMATIVE 
DETERMINATION 



_54Q_ EXTRACT EXPIRATION TIME, BOND 
AMOUNT, RECIPIENT ADDRESS FROM TOKEN 
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542 CREATE VALIDATION REQUEST MESSAGE COMPRISING 
SENDER ID, TOKEN ID, EXPIRATION VALUE 
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544 SEND VALIDATION REQUEST 
MESSAGE TO SERVICE OPERATOR 
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541 RECEIVE VALIDATION 
RESPONSE MESSAGE 
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Fig. 6 




610 ACCEPT 
MESSAGE 



612 REJECT 
MESSAGE 
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Fig. 7 A 



ZQ2 RECEIVE REPORT THAT MESSAGE WAS UNWANTED, 
WITH COPY OF TOKEN, SENDER ID, AND REQUEST FOR 

PENALTY 
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704 DECRYPT TOKEN 
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Fig. 7B 
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716 UPDATE DATABASE 
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Fig.lOA 



1M2RECEIVER RECEIVES MESSAGE 
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IMA REQUEST MESSAGE PROCESSING SYSTEM 
TO ISSUE ADVISORY ABOUT RECEIVED MESSAGE 



1QMMESSAGE PROCESSING SYSTEM 
DETERMINES BOND AMOUNT 



1QM MESSAGE PROCESSING SYSTEM COMPUTES MAX 

PENALTY = BASE PENALTY AMOUNT 1 (ACTUAL 
COMPLAINTS ABOUT UNWANTED MESSAGES FOR THIS 
SENDER + ESTIMATE OF FUTURE COMPLAINTS ABOUT 
UNWANTED MESSAGES FOR THIS SENDER) 




1012 INFORM RECEIVER 
THAT SENDER CANNOT 
SATISFY MAX PENALTY 
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1014 INFORM RECEIVER 

THAT SENDER CAN 
SATISFY MAX PENALTY 
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Fig.lOB 



JM2.RECEIVER RECEIVES MESSAGE 



10QA REQUEST MESSAGE PROCESSING SYSTEM 
TO ISSUE ADVISORY ABO UT RECEIVED MESSAGE 
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1QMMESSAGE PROCESSING SYSTEM 
DETERMINES BOND AMOUNT 



1020 MESSAGE PROCESSING SYSTEM COMPUTES 
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COMPLAINTS ABOUT UNWANTED MESSAGES FOR THIS 
SENDER + ESTIMATE OF FUTURE COMPLAINTS ABOUT 
UNWANTED MESSAGES FOR THIS SENDER) 
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